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GCHRODT(2) Linux Programmer's Manual GHROODT({2)

HAME
chroot - change root directory

SYHOPSIS
Einclude <{unistd.h>

int chroot{const char =path);

DESCRIFTIDH
chroot{) changes the root directory of the calling process to that specified in path. This directory will be
used for pathnames beginning with /. The root directory is inherited by all children of the calling process.
Only a privileged process {Linux: one with the CAP_S¥S CHROOT capability) may call chroot().
This call changes an ingredient in the pathname resolution process and deoes nothing else.

This call does not change the current working directory, so that after the call '."' can be outside the tree
rooted at "#'. In particular, the superuser can escape from a "chroot jail™ by doing:

mkdir foo; chroot foo; cd ..

This call does not close open file descriptors, and such file descriptors may allow access to files outside
the chroot tree.

UALUE

On success, zero is returned. On error, -1 is returned, and errno is set appropriately.

Depending on the file system, other errors can be returned. The more general errors are listed below:
EACCES Search permission is denied on a component of the path prefix. (See also path resolution{?7}.)}
EFAULT path points outside your accessible address space.

EID An I/0 error occurred.

ELOOF Too many symbolic links were encountered in resolving path.

-CTR 40, 2 AfTANE Linux




KR EH AR - namespace

clone() EREY
HAOTLLUEIT clone() fERIEENHAIEREETEIEE namespace, clone() £ CiEESETHAEIFINT:

/* Prototype for the glibc wrapper function */

#define _GNU_SOURCE

#include <sched.h>»

int clone{int (*fn){void *), void *child stack, int flags, woid *arg);

sCfr b, clone() 27F CiEsETEM— S (wrappen &8, ©hEEVIHHENESH BiIREHREESREDN clone() RStiEH.
Clone() HsLE linux E£5RARA fork() —MEEENECIAT., ©0LLEH flags ESE1FERE /0T, —3A 20 £#fh CLONE_ FF3LhA
falg(FRaEfi) 2 FEEES clone HEEN A A EE(MINES SAHERSSIINGES), TEREI1R/ 435 namespace 18X/ 4 28

o In: IEE—THFTEENTRIRE. SX-MEELERET, TEEEIE. BRERELN—1 R, T EErnEHAE.

« child_stack: EAFHEERRE=E, hSBRAPSEESTS TEER esp Hires. ERBEEIEREMA clone() FIHE WiZEEHTIHESE
FaTtEts.

» flags: F~ERBEE CLONE_ FEBI RSN, 5 namespace fBXEYSCLONE_NEWIPC, CLONE_NEWNET, CLOME_NEWNS, CLONE_NEWPID,
CLONE_NEWUSER, CLONE_NEWUTS #1 CLONE_MNEWCGROUP,

* arg: SEEES In() REEISEL
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int DoAction_boot( struct CockerEnvironment *env )

{

pid = clone( CloneEntry , stack_bottom+sizeof(stack _bottom) , CLONE_NEWNS | CLONE_NEWRPID | CLONE_NEWIPC |
CLONE_NEWUTS | CLONE_NEWNET , (void*)env) ;

}

static int CloneEntry( void *pv )
{

struct CockerEnvironment *env = (struct CockerEnvironment *)pv ;

nret = chroot( mount_target) ;

argc=0;

argvl[argc++] = "/bin/cockerinit" ;

argv[argc++ ]= cockerinit" ;

argv[argc++] = "--container"

argv[argc++| = env—>cmd_para._container ;
argv[argc++] = NULL ;

nret = execv( argv[0] , argv+1) ;

exit(9);
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/usr/lib/systemd
pid=1
/usr/bin/sshd
pid=1116
—bash
pid=1117
cocker —a boot —c (container) Conternee Bl
pid=1118

cockerinit ——container (container)
pid=1119 pid=1
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R RJZH K - namespace

CLONE_NEWIPC System V IPC, POSIX since Linux 2.6.19 rhel6
message queues

Network CLONE_NEWNET network device interfaces, since Linux 2.6.24 rhel6
IPv4 and IPv6 protocol
stacks, IP routing tables,
firewall rules, the /proc/net
and /sys/class/net directory
trees, sockets, etc

Mount CLONE_NEWNS Mount points since Linux 2.4.19 rhel3
PID CLONE_NEWPID Process IDs since Linux 2.6.24 rhel6
User CLONE_NEWUSER User and group IDs started in Linux 2.6.23 and
completed in Linux 3.8
rhel6~rhel7
uTsS CLONE_NEWUTS Hostname and NIS domain since Linux 2.6.19 rhel6
name
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cpus
/sys/fs/cgroup/cpuset/cocker ${container}/cpuset. cpus 0-1
/sys/fs/cgroup/cpuset/cocker ${container}/cpuset.mem 0-1

/sys/fs/cgroup/cpuset/cocker ${container}/tasks

(cockerinit’s pid)

cpu_quota
/sys/fs/cgroup/cpu, cpuacct/cocker ${container}/cpu.cfs period us 1, 000, 000
/sys/fs/cgroup/cpu, cpuacct/cocker ${container}/cpu.cfs quota us 500, 000

/sys/fs/cgroup/cpu, cpuacct/cocker ${container}/tasks

(cockerinit’ s pid)

mem limit
/sys/fs/cgroup/memory/cocker ${container}/memory.limit in bytes 1024%1024%1024
/sys/fs/cgroup/memory/cocker ${container}/memory.memsw. limit in bytes 1024%1024%1024

/sys/fs/cgroup/memory/cocker ${container}/tasks

(cockerinit’ s pid)
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HBAKZHEOR - cgroup

static int CloneEntry( void *pv )

{

struct CockerEnvironment *env = (struct CockerEnvironment *)pv ;

if( env->cgroup_enable)

{

if( env->cmd_para.___cpus)

{

nret = WriteFileLine( env->cmd_para.___cpus, cgroup_cpuset_cpus_file , sizeof(cgroup_cpuset_cpus_file) ,
"%s/cpuset/cocker_%s/cpuset.cpus”, CGROUP_PATH , env->cmd_para.__container ) ;

}

if( env->cmd_para.___cpu_quota )

{
nret = WriteFileLine( "1000000" , cgroup_cpu_cfs_period_us_file , sizeof(cgroup_cpu_cfs_period_us_file)
"%s/cpu,cpuacct/cocker_%s/cpu.cfs_period_us", CGROUP_PATH , env->cmd_para.__container) ;

}

if( env->cmd_para.__mem_limit)

{

nret = WriteFileLine( env->cmd_para.__mem_limit , cgroup_memory_limit_in_bytes file
sizeof(cgroup_memory_limit_in_bytes_file) , "%s/memory/cocker_%s/memory.limit_in_bytes", CGROUP_PATH , env-
>cmd_para.__container) ;

}
}

nret = chroot( mount_target) ;
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{ \ ] A A 5
)%l‘
$HOME/monitor/*, , $HOME/service/*, $HOME/apps/*, $HOME/ o ontain 0
o % ete/*, $HOME/ og, SHOME/print, . . . LR AR
= m
= 2 HOME/bin/ {emfmon, emfser, ...}, $HOME/1ib/ {1ibemfpub. s .
X = $ s s ’ ]33 =
J;l%é g 0,...}, $HOME/etc/ {ib2ser. conf, ...} HE NS
2 B $HOME/bin/{ib2ser, ib2tool, ib2err, . ..}, $HOME/1ib/ {Lib 1RL/2 g
,"Hj ii ib2%*. so, libmsgcnv. so}, $HOME/etc/ {ib2ser. conf, ...} ANESES
}.L
2 = /usr/sbin/gcc, . . . gee s Hig 2
/sbin/*, /bin/*, /1ib/1ib%*, /usr/sbin/*, /usr/bin/*, /usr 0S
; ; /1ib/*, /etc/*, /var/x, . ..
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rhel-7.4-x86 64:1.0.0 ssh:1.0.0 ib2:2.0.0 logpipe:1.0.9
${COCKER_HOME} / $ {COCKER_HOME} / ${COCKER_HOME} / $ {COCKER_HOME} /
images/ images/ images/ images/
rhel-7. 4-x86 64/ ssh/ ib2/ logpipe/
1.0.0/ 1.0.0/ 2.0.0/ 1.0.9/
rlayer/ rlayer/ rlayer/ rlayer/
bin/ bin/ bin/ bin/
lib/ lib/ lib/ lib/
ete/ ete/ ete/ so/
var/ var/ var/ ete/
../ o/ o/ o/
herons
mount (
“overlay”
${COSEE§Q?EgEL; , ”“${COCKER HOME} /container/herons/merged”
, “overlay”
Ineizomey/ . . , MS_MGC_VAL
image, volume, hostname, net, netns, vip, port mapping
miiiid/ ”lower=$ {COCKER HOME} /images/logpipe/1. 0. 9/rlayer:$ {COCKER HOME} /images/logpipe/1. 0. 9/rlayer: $ {CO
Zwla or/ CKER HOME} /images/logpipe/1.0.9/rlayer:${COCKER HOME}/images/logpipe/1.0.9/rlayer, upperdir=$ {COCK
ierons/ ER_HOME} /container/herons/rwlayer, workdir=$ {COCKER_HOME} /container/herons//workdir”
ete/ ?i
shbin/ » . PR
log/ chroot ( ”$ {COCKER_HOME} /container/herons/merged” ) ;
print/ - P » P ” .
modules/ —> (host) /var/cocker/herons/modules Tfunt( proc” , “/proc” , “proc” , MS_MGC_VAL , NULL );
./

mount ( “devpts” , “/dev/pts” , “devpts” , MS MGC VAL , NULL );

execl ( “/bin/cockerinit” , “cockerinit” , “-¢” , “herons” , NULL ) ;

--volume hsbl:/home/hsbl/log -> ${COCKER_HOME}/volumes/hsbl/log
--volume hsbl:/home/hsbl/print -> ${COCKER_HOME}/volumes/hsbl/print
--volume hsbl:/home/hsbl/msg -> ${COCKER_HOME}/volumes/hsbl/msg
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static int CloneEntry( void *pv )

{

struct CockerEnvironment *env = (struct CockerEnvironment *)pv ;

TrimEnter( image );

memset( mount_data , 0x00 , sizeof(mount_data) );

len=0;

remain_len = sizeof(mount_data)-1 ;

nret = InvertLowerDirs( env , image , mount_data , & len, & remain_len) ;

| = snprintf( mount_data+len , remain_len , "upperdir=%s/rwlayer,workdir=%s/workdir" , env->container_path_base , env-

>container_path_base ) ;

len +=1;
remain_len -=1;

}

nret = mount( "overlay" , mount_target , "overlay" , MS_MGC_VAL, (void*)mount_data ) ;

Snprintf( container_volume_file , sizeof(container_volume_file) , "%s/volume" , env->container_path_base ) ;
container_volume_fp = fopen( container_volume_file , "r") ;

while(1)
{
if( fgets( file_buffer , sizeof(file_buffer) , container_volume_fp ) == NULL )
break;

volume.host_path = file_buffer ;

p = strchr( volume.host_path, ') ;

volume.container_path=p + 1 ;

(*p) ="0";

len = snprintf( mount_volume , sizeof(mount_volume)-1 , "%s/merged%s" , env->container_path_base ,

volume.container_path ) ;

nret = mount( volume.host_path , mount_volume , NULL , MS_MGC_VAL|MS_BIND , NULL) ;
}

fclose( container_volume_fp);

nret = chroot( mount_target) ;
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Container

/dev/pts/0

dup?2 ( pts:fd,

/deV/pts/pth open

cockerinit
pid=1

cocker
—a attach
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pid_t pty_fork( struct termios *p_origin_termios , struct winsize *p_origin_winsize , int *p_ptm_fd )

{

ptm_fd = open( "/dev/pts/ptmx", O_RDWR) ;

nret = ptsname_r( ptm_fd , pts_pathfilename , sizeof(pts_pathfilename) ) ;
nret = chmod( pts_pathfilename , S_IRUSR|S_IWUSR|S_IWGRP) ;

lock =0 ;

nret = ioctl( ptm_fd , TIOCSPTLCK , & lock ) ;

pid = fork() ;

if( pid ==-1)

{

}

else if(pid==0)

{
close( ptm_fd);
nret = setsid() ;
pts_fd = open( pts_pathfilename , O_RDWR) ;
nret = ioctl( pts_fd , TIOCSCTTY , NULL) ;
nret = ioctl( pts_fd , TIOCSWINSZ , p_origin_winsize ) ;
nret = dup2( pts_fd , STDIN_FILENO ) ;
nret = dup2( pts_fd , STDOUT_FILENO)) ;
nret = dup2( pts_fd , STDERR_FILENO ) ;
return O;

}

else

{

}
}

return pid;
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raw: REROUTING

angle:REROUTING

=

nat :REROUTING

RN

HARRZPOR - P2

mangle: INPUT
filter: INPUT

—

raw: OUTPUT

mangle: OUTPUT

—

nat :OUTPUT

filter:OUTPUT

mangle : FORWARD

v

iptables —t nat —A PREROUTING —p tcp —m tcp —dport (host port) —j DNAT ——to—destination (container ip): (container port)
iptables —t nat —A OUTPUT —p tcp —m tcp —dport (host port) —j DNAT —to—destination (container ip): (container port)

filter:FORWARD

=

angle:POSTROUTING

v

nat : POSTROUTING

4

A

N/

nat : REROUTING

angle:REROUTING

=

raw: REROUTING

v

netns:eth0
(in container)

:>‘z>
[’

filter:INPUT
mangle: INPUT

v

£ilter:FORWARD

mangle: FORWARD

nat : POSTROUTING

v

—

=

angle:POSTROUTING

filter:OUTPUT

nat : OUTPUT

mangle:OUTPUT

raw: OUTPUT

iptables —t nat —A POSTROUTING —o (host eth) —j MASQUERADE

v

—
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ockerenvironment *env

nret = ReadFileLine( vip , sizeof(vip) , container_vip_file , sizeof(container_vip_file) , "%s/vip" , env->container_path_base ) ;
nret = ReadFileLine( port_mapping , sizeof(port_mapping)-1 , container_port_mapping_file ,
sizeof(container_port_mapping_file) , "%s/port_mapping" , env->container_path_base ) ;
nret = SnprintfAndSystem( cmd , sizeof(cmd) , "ip link add %s type veth peer name %s" , env->vethl_name , env-
>vethO_name) ;
nret = SnprintfAndSystem( cmd , sizeof(cmd) , "brctl addif %s %s" , env->netbr_name , env->vethl_name) ;
nret = SnprintfAndSystem( cmd , sizeof(cmd) , "ifconfig %s 0.0.0.0" , env->vethl_name) ;
nret = SnprintfAndSystem( cmd , sizeof(cmd) , "ip link set %s netns %s" , env->vethO_name , env->netns_name ) ;
nret = SnprintfAndSystem( cmd , sizeof(cmd) , "ip netns exec %s ip link set %s name %s" , env->netns_name , env-
>vethO_name , env->vethO_sname) ;
nret = SnprintfAndSystem( cmd , sizeof(cmd) , "ip netns exec %s ifconfig %s %s" , env->netns_name , env->vethO_sname ,
vip) ;
nret = SnprintfAndSystem( cmd , sizeof(cmd) , "ip netns exec %s route add default gw %s netmask 0.0.0.0 dev %s" , env-
>netns_name , env->netbr_ip , env->vethO_sname) ;
nret = SnprintfAndSystem( cmd , sizeof(cmd) , "ifconfig %s up" , env->vethl_name) ;
nret = SnprintfAndSystem( cmd , sizeof(cmd) , "ip netns exec %s ifconfig %s up"” , env->netns_name , env->vethO_sname ) ;
nret = SnprintfAndSystem( cmd , sizeof(cmd) , "ip netns exec %s ifconfig lo up" , env->netns_name ) ;
nret = SnprintfAndSystem( cmd , sizeof(cmd) , "iptables -t nat -A POSTROUTING -0 %s -] MASQUERADE" , env-
>host_eth_name) ;
p = strtok( port_mapping, "," ) ;
while( p)
{
nret = SnprintfAndSystem( cmd , sizeof(cmd) , "iptables -t nat -A PREROUTING -p tcp -m tcp --dport %d -j DNAT --to-
destination %s:%d" , env->src_port , vip , env->dst_port ) ;
nret = SnprintfAndSystem( cmd , sizeof(cmd) , "iptables -t nat -A OUTPUT -p tcp -m tcp --dport %d -j DNAT --to-destination
%s:%d" , env->src_port, vip , env->dst_port) ;
p = strtok( NULL, "," ) ;

}

pid = clone( CloneEntry , stack_bottom+sizeof(stack bottom) ,
CLONE_NEWNS|CLONE_NEWPID|CLONE NEWIPC|CLONE _NEWUTS|CLONE_NEWNET , (void*)env
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static int CloneEntry( void *pv )

{

len = snprintf( netns_path , sizeof(netns_path)-1 , "/var/run/netns/%s" , env->netns_name ) ;
netns_fd = open( netns_path , O_RDONLY ) ;

nret = setns( netns_fd , CLONE_NEWNET ) ;

close( netns_fd);

nret = chroot( mount_target) ;

o IS E TR TR &I 1) H WA 28 5] #E Cocker(CE )



KRR ERA - Frl%E514 (cocker -a install_test && cocker_install_test.sh)

int DoAction_install_test( struct CockerEnvironment *env )
{

nret = SnprintfAndMakeDir( version_path_base , sizeof(version_path_base)-1 , "%s/test" , env->images_path_base ) ;

nret = SnprintfAndMakeDir( env->image_path_base , sizeof(env->image_path_base)-1 , "%s/%s" , version_path_base , env-
>cmd_para.__version ) ;

nret = SnprinttAndMakeDir( image_rlayer_path , sizeof(image_rlayer_path)-1 , "%s/rlayer" , env->image_path_base) ;

nret = SnprintfAndSystem( cmd , sizeof(cmd) , "cocker_install_test.sh %s" , image_rlayer_path ) ;

return O;

}

cd ${IMAGE_RLAYER_PATH_BASE}
mkdir -p -m 755 bin sbin lib lib64 usr etc root dev proc mnt var tmp
mkdir -p -m 755 mnt/cdrom

# install /bin and /lib64

cd /bin

cp bash tty which locale env Is cat echo cp mv rm pwd cd mkdir rmdir clear ps grep more id uname hostname vi vim awk sed tr
file Idd top netstat ping telnet ssh nc mount umount ${IMAGE_RLAYER_PATH_BASE}/bin/

cp cockerinit {IMAGE_RLAYER_PATH_BASE}/bin/

cd ${IMAGE_RLAYER_PATH_BASE}/bin/

cocker_Idd_and_cp_lib64.sh
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BeREEAR - HAE 14 (cocker -a install_test && cocker_install_test.sh)

# install /sbin and /lib64

cd /shin

cp ifconfig route ip iptables ${IMAGE_RLAYER_PATH_BASE}/sbin/
cd ${IMAGE_RLAYER_PATH_BASE}/sbin/
cocker_Idd_and_cp_lib64.sh

# install /etc/profile and $HOME/.profile
cp /bin/cocker_etc_profile_template.sh ${IMAGE_RLAYER_PATH_BASE}/etc/profile
cp /bin/cocker_profile_template.sh ${IMAGE_RLAYER_PATH_BASE}/root/.profile

# install /etc/passwd and /etc/group
echo "root:x:0:0:root:/root:/bin/bash” >${IMAGE_RLAYER_PATH_BASE}/etc/passwd
echo "root:x:0:" >${IMAGE_RLAYER_PATH_BASE}/etc/group

# install /dev/pts

mknod -m 600 ${IMAGE_RLAYER_PATH_BASE}/dev/console c 5 1
mknod -m 600 ${IMAGE_RLAYER_PATH_BASE}/deV/initctl p
mknod -m 666 ${IMAGE_RLAYER_PATH_BASE}/dev/fullc 1 7
mknod -m 666 ${IMAGE_RLAYER_PATH_BASE}/dev/nullc 1 3
mknod -m 666 ${IMAGE_RLAYER_PATH_BASE}/dev/zeroc 1 5
mknod -m 666 ${IMAGE_RLAYER_PATH_BASE}/dev/randomc 1 8
mknod -m 666 ${IMAGE_RLAYER_PATH_BASE}/dev/urandom c 1 9
mknod -m 666 ${IMAGE_RLAYER_PATH_BASE}/dev/ptmx c 5 2
mknod -m 666 ${IMAGE_RLAYER_PATH_BASE}/devittyc 50
mknod -m 666 ${IMAGE_RLAYER_PATH_BASE}/dev/tty0 c 4 0
mkdir -p ${IMAGE_RLAYER_PATH_BASE}/dev/pts

# install /usr/share/terminfo
mkdir -p ${IMAGE_RLAYER_PATH_BASE}/usr/share
cp -rf lusr/share/terminfo ${IMAGE_RLAYER_PATH_BASE}/usr/share/
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ReREREAR - HAl 514 (cocker_create_image_rhel-7.4-x86_64.sh)

supermin5 -v --prepare bash coreutils -o supermin.d

supermin5 -v --prepare bash coreutils which man-db procps-ng hostname vim-minimal file iputils openssh-clients nmap-ncat util-
linux tar wget curl net-tools iproute iptables iptables-services sysvinit-tools time bc m4 expect less findutils sysstat iotop ksh tcsh
ftp zip gzip at shadow-utils dos2unix psmisc cronie telnet initscripts sudo cups-client Isof tcpdump sysctl glibc-common binutils
valgrind strace yum -0 supermin.d

supermin5 -v --build --format chroot supermin.d -o appliance.d

IMAGE_RLAYER_PATH_BASE="appliance.d"

mknod -m 600 ${IMAGE_RLAYER_PATH_BASE}/dev/console c5 1
mknod -m 600 ${IMAGE_RLAYER_PATH_BASE}/deV/initctl p
mknod -m 666 ${IMAGE_RLAYER_PATH_BASE}/dev/fullc 1 7
mknod -m 666 ${IMAGE_RLAYER_PATH_BASE}dev/nullc 1 3
mknod -m 666 ${IMAGE_RLAYER_PATH_BASE}/dev/zeroc 1 5
mknod -m 666 ${IMAGE_RLAYER_PATH_BASE}dev/random c 1 8
mknod -m 666 ${IMAGE_RLAYER_PATH_BASE}/dev/urandom c 1 9
mknod -m 666 ${IMAGE_RLAYER_PATH_BASE}dev/ptmx c 5 2
mknod -m 666 ${IMAGE_RLAYER_PATH_BASE}devitty c 5 0
mknod -m 666 ${IMAGE_RLAYER_PATH_BASE}devi/tty0 c 4 0
mkdir -p ${IMAGE_RLAYER_PATH_BASE}/dev/pts

cp /bin/cockerinit {IMAGE_RLAYER_PATH_BASE}/bin/
cp /lib64/libcocker_util.so ${IMAGE_RLAYER_PATH_BASE}/lib64/

cp /etc/resolv.conf ${IMAGE_RLAYER_PATH_BASE}/etc/
mkdir -p /mnt/cdrom
cd appliance.d && tar --numeric-owner -cvzf ../${IMAGE_FILENAME} * && cd ..

rm -rf appliance.d supermin.d
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Container

IPC (in Container) '
root fs (in container) ]

/bin
/1ib
/mnt/cdrom

/etc 3 eth0 (in container)

/var ]
D
cocke cocker0

pid=1

port mapping

root fs

/bin
/1ib cocker ethO or lo
~a attach
/mnt/cdrom ALY

/etc
/var

IIIIIIIIIIIEHHIIIIIIIIIII
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int DoAction_boot( struct CockerEnvironment *env )
{
B AR A —XT R LN R
AR AN R 5 M #Hrcocker04h &
WE AR HHEA'0.0.0.0
FEZF A% P X AR N 21 9 2% 42 =7 2% 1]
AR 2R IR 2044 N T 44 eth 07
WE w8 N < ik
HIMZR 48 N R B 2%
RSER RN R
RSERZRAM R
W B 16 EHLN KiptablesiPOSTROUTING £ nat I sh 1E o1& Bels ik
i [ B AT R A0 g 1 Bl S5 P
% & 15 FE Hliptables# PREROUTING K natft] H bty 1 ) 28 88 P4 it 1
W B 15 EHliptablesFEOUTPUT R nat ] B A ity I 55 [7) 25 3% N ity 1]
W H clone ) 25 23 AR B FE - S5 A 45 TR
}

static int CloneEntry( void *pv )
{
e B N 2% 42 7 2% ]
% Euid
W HEgid
% & hostname
HESEXMRS
HERE
% cgroup & 4t 2 R PR il
CE AR
42 Iproc X 2 48
32 /devipts U 2 %
B Y T H 8 root
BT L% A [bin/cockerinit’
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1. B

1.1. cocker2{t4
cocker 2R MAHCESESEWEEES|ZE (3R Docker . [AEPouch ) , FEHRPNT LIEZEFNES:

o FETISEHIERNNERERER, T NE=F8F.

o FEPIENAREESSE, L0 EEER, SidSDockerfilef ASBRTES,
o BRERAHGEFER,

o (E£.)
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R B W28 5] #cocker — 2 3 %0 4%

2.1.3. &R cockeri&ig
TEicockeriFi3E®, B, #FHA

# tar xvzf cocker-X.X_X.tar.gz
# cd cocker-XM.X.X

aisafEcockerBREEE, HEA

WEHZEIERBRE
# git clone https://gitee.com/calvinwilliams/cocker
# cd cocker TR WR{REIFroot AP %RIFIRNS, BIEMNL sudo -E,
or # make -f makefile.linux install

# git clone https://github.com/calvinwilliams/cocker
# cd cocker

2.1.4. RERE
B MEIREIEroot AP EIEERR, BIA sudo EBEAEE,

iSERE

# make -f makefile.Linux clean
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R B W28 5] #cocker — 2 3 %0 4%

3.1. cockerig S
AERHEINHAT cocker

# cocker
USAGE :

cocker -v
-5
-5
-a
-a
-a
-a
-a
-a
-a
-a
-a
-a
-a
-a
-a
-a
-a
-a
-5
-a

create options :
cgroup options :

enable

debug :

SRIFTEIESHEIEImSIZE
images
containers
create (-m|--image) (image[:version])[,(image[:version])]... [ create options ] [ (-c|--container)

boot {-c|--container) (container) [ cgroup options ] [ (-t|--attach) | (-e|--exec) (cmd|"program
attach (-c|--container) (container)

shutdown (-c|--container) {(container) [ (-f|--forcely) ]

kill (-c|--container) (container) [ (-f|--forcely) ]

destroy (-c|--container) (container) [ (-f|--forcely) ] [ (-h|--shutdown) ]

version (-m|--image) (image[:version]) [ --version (version) ]

vip (-c|--container) (container) --wvip (ip)

port_mapping {-c|--container) (container) --port-mapping (src_port:dst_port)

volume (-c|--container) (container) --volume (host path[:container_path])[ ...]

to_image --from-container {(container) [ --verion (verion) ] --to-image (image)

to_container --from-image (image[:version]) {(-m|--image) (image[:version])[,{image[:version])]...
copy_image --from-image (image[:version]) --to-image (image[:version])

del image (-m|--image) (image[:version])

import --image-file (file)

export (-m|--image) (image[:version])

ssearch --srepo (userghost)

install test

[ --volume {host path:container_path) ][ --volume ... ] [ --host (hostname) ] [ --net (BRIDGE|HOST|
[ --cpus [{cpu_num,...)|{cpu_num-cpu_num2)] ] [ --cpu-quota (percent®) ] [ --mem-limit (num|numM) ]
[ (-d|--debug) ]

T2 BT cocker £EHMMEIREEEER images . B85 HF containers ,
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3.1.2. EifREHTIE
{FF cocker 8% -s images HieHEBTBEENMEES.

# cocker -s images
image id version modify datetime size

test 2818-11-18T7T89:21:12 24 MB

REEREN S GRE/MFS/EEET AT . MRESERES, RESERSHN _ .
BESEAEE (82008 -HE) - (HtFS) . REAESEREE x.v.z .
FAOTLIERIES -a install test GIETERANNHESR, SEAEEER,

# cocker -a install test --wversion "1.8.8"

OK

# cocker -a install test --wversion "1.1.8"

OK

# cocker -s images

image id version modify datetime size
test _ 20158-11-1686T89:21:12 24 MB
test 1.6.8 2018-11-14T87:26:86 24 MB
test 1.1.8 2018-11-14T87:26:17 24 MB
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SNSRI messaness

{FH cocker 8L -a create H— P EHE T EESIN0IEZEE,

# cocker -a create -m test --host test --net BRIDGE --vip 166.88.8.2 --port-mapping 19527:9527 -c test
0K

-m (BEFR) EEREIE, BEREULLL BEE) CHEFES) BRSERES, AESPTRIFHEERES, cocker £EFLE
— M EBARAEHER. E1MEEZEA , 5iE.

--host (FH8) HEHRANTNAE.

--net (PEAER) IGEFRRNSIER, NAIENSERETS,

--vip (ip) WNEMEHETLA erIDcE , REEFRAHIRRIP,

--port-mapping (FELHROMLETFIFE) ANEMEHERA srID6E , BEINEPERETVIAESHENMSIHOAMETE, wOMSHERA
(TEFNHO) : (FEs0) «» S MNmOMsTZER |, 9.

-c (BER) lEESHEE, A HEE, SREEE. BlUsE.
BT LA s ERIRgsem, LA R AE B0k
--host-eth (FIRE) JSEREININGEE, XESYIEM-REERE,

—volune (HiREMSISIR) WELRIBATEINSSRZAERANE, BEELL (SENER T80 . S EEBRIERS
BREIERIES --volume ,

-b FERESRVEE. (RENENIATESEEREN)

3.1.4. EiRERENIE
{3 cocker IS -s containers HAERTEEEPTHIARSELIERE,

# cocker -s containers
container_id image hostname net netns size status

test test test BRIDGE nns@98FeBCD46 8B STOPED




R EFASLE| ¥ cocker - J2 ). &, WTFF. =1, YRS

3.1.5. EEJJEEE
{FH cocker 8% -a boot EHRIFSBTHEETHNEESELIERE,

# cocker -a boot -c test
OK

3.1.6. EESE

NERERA cockerinit {ENEHIESEIERE, £ cocker 185 -a attch IEEHEEERRE, cockerinit FIH—1ShiEEREREPRYA
&im, DOIEMsshiRFEEsaAEMsshiREEE, FAsshiEiEESEz.

# cocker -a attach -c test
connect to container ok
- Welcome to cocker contrainer ---

[root@test froot]

a8 I 2R AR R AR IR I [ F 25 22 5| #E Cocker(CIE &)



I E R SL 8 #cocker - JE Bl &R, WiFF. E1b. 4L

3.1.7. ELL B2
{8 cocker 154 -3 shutdown &IFEREE,

# cocker -a shutdown -c test
0K

# cocker -s containers
container_id image hostname  net netns size status

test test test ERIDGE nns898F6BCD46 e B STOPED

3.1.8. RIEE=R

{FH cocker 1S -3 kill IBFEFEE,

3.1.9. {HES S
{FH cocker 8% -a destroy HEER,

TR HRESaERAREEINEEE.

# cocker -a destroy -c test
OK

a8 I 2R AR R AR IR I [ F 25 22 5| #E Cocker(CIE &)



R B2 5] % cocker - 1BUES . BadEM

3.1.10. {ERB BT

3.1.10.1. BilieE=
{FH cocker 85 -a version ERNEGREAE,

# cocker -s images

image id version modify datetime size
test _ 2015-11-16T89:21:12 24 MB
# cocker -a wversion -m test --version "1.8.1"

OK

# cocker -s images

image id version modify datetime size
test l1.e.1 2015-11-16T89:21:12 24 MB
# cocker -a wversion -d -m "test:1.8.1" --version "1.8.2"

oK

# cocker -s images

image id version modify datetime size
test 1.8.2 2018-11-16T869:21:12 24 MB
# cocker -a version -d -m "test:1.8.2"

OK

# cocker -s images

image_id version modify_datetime size
test 2018-11-16T89:21:12 24 MB
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3.1.11. BN BB

3.1.11.1. Efvip

{FH cocker 8S -a vip BHESEBAMEIP,

TR pnEHEIEAEEN,

# cocker -a vip --vip 166.88.8.3 -c test
OK

3.1.11.2. EEE RO BRG
{5 cocker 82 -a port_mapping {ECEEEM iR ] bRET,

TR paESELEAEEN,

# cocker -a port_mapping --port-mapping 19528:9528 -c test
0K

3.1.11.3. EiUMEEIRET
{FFH cocker 8L -a volume (RS EEIYT,

T8 wnEREILEAEEN,

# cocker -a volume --volume "/tmp:/tmp" --volume "/mnt/cdrom:/mnt/cdrom”

0K

-C Test

ocker(Ci& &)
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3.1.12. IR EE
LEEENBEEAHH ARG EE, BHEEAIES,

{FFFA cocker 8% -a to_container EIEIETEEENEEEE,

# cocker -a to _container --from-image test --host test --net BRIDGE --vip 166.88.8.2 --port-mapping 19527:9527 --to-
0K

£ >

= JLEn{EHEEES -a create AYEEIR,

3.1.13. BRI ARR
LiSER S TaAES, TEAILES,

{FH cocker 8% -a to_image EIHIETETEENER,

TR BIENEsEsAREN,

# cocker -a to_image --from-container test --to-image test
0K
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S A

At

5] Zcock

3.1.14. 8§l

{FH cocker % -a copy_image DJEFIER,

EE

# cocker -a copy_image --from-image test --to-image "test2:1.8.8"

0K

3.1.15. HIFRERER

{FH cocker 184 -a del_image OIMHERER,

# cocker -a del_image -m "test2:1.8.8"

OK

3.1.16. %H:'.ﬁﬂ
{FF cocker 1§ -a export OISHEENEEF TG,

# cocker -a export -m "test:1.1.8"

OK

3.1.17. BAE&
{FF cocker ES -a import OTMWESFTENES ) EEEE,

e BERi1aEEi EgPnE . cockerimage ,

# cocker
OK
# cocker
OK
# cocker
image_id

-a del_image -m "test:1.1.8"

-3 import --image-file "test:1.1.8.cockerimage”

-5 images

version

modify datetime

S B

i 5 Bt

A

5| #&Cocker(Ci& )



A H A 28 5] Fcocker — Msshi 14 7 FAE. T #EEF

3.1.18. LEHEERsshiRIRE

sshisfBEEEFAsshiRSERERRGE. BidEshiRSsE, (ERGERR, NErmrEtaiiis 8RB EI L EaTH
=

# ssh-keygen -t rsa

# ssh-copy-id -i ~/.ssh/id_rsa.pub cockerimages@l92.168.6.74

{FH cocker 8L -5 ssearch D EEsshiEBERNEEIE.

# cocker -s ssearch --srepo "cockerimages@l92.168.6.74"
OK

iTE: cocker {FFsshiBBREEHEIIERE cockerimages@192.168.6.74 ,

AEEIN_EFERBELETIR - -match ,

# cocker -s ssearch --match test

FH cocker 8% -a spush HEEERsshiFZEEE,

# cocker -a spush -m "test:1.8.8"

OK

# cocker -s ssearch --match test

cocker -s ssearch

image_id modify datetime size

test:1.8.0 2818-11-14T9:85:48 11 MB

B R BRI A &I ) H W 4545 5] #ECocker(CLE 5
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3.1.19. MsshiRiRE T EIRIR
{FH cocker 8% -a spull MsshimEE FEiEE,

#

cocker -a del image -m "test:1.8.8"

oK

# cocker -a spull -m "test:1.8.8"

oK

# cocker -s images

image_id version modifty_datetime size
test 1.6.8 2018-11-14T7T69:69:84 24 MB
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3.3.3. RENEEGHRR
o6 EANUSPRTEFOREIER (REEEH : FRPE. github) , FOLTHEER, TENERORIECERE,

# cocker -a create -m "calvin=rhel-7.4-x86_64,calvin=yum,calvin=sshd” --host G& --volume "/mnt/cdrom:/mnt/cdrom” --n
OK

# cocker -a boot -c "calvin=G6" -t

[root@Ge /root]

< >

EERENEEFGe, ERIPNERXTES

[root@Ge /froot] yum install -y git

[root@Ge /froot] yum install -y make

[root@Ge /froot] yum install -y gcc

o CEERIEET, FMEgit, geckiEERE—E )

[root@Ge /root] mkdir src && cd src

[root@Ge /rootf/src] git clone https://gitee.com/calvinwillisms/Ge && cd G
[root@cé /root/src/GE] cd src

[root@Ge /root/src/Go/src] make - makefile.linux install

[root@Ge /root/src/G6/src] mkdir ~/etc/ && vi ~/etc/G6.conf
admin_rule_id G 127.8.8.1:* - 127.8.8.1:8688 ;

my_rule RR *:* - 8.8.8.8:222 » 166.88.8.2:22 ;

[root@Ge /root/src/G6/src] cd ~

[root@Ge /root] nohup fusr/sbin/sshd -D &

[root@Ge /root] GB

GB v1.8.6 build Nov 26 2818 14:28:18

TCP Bridge && Load-Balance Dispenser

Copyright by calvin 2816

USAGE : G6 -f (config pathfilename) [ -t (forward thread size) ] [ -s (forward session size) ] [ --log-level (DEBUG]|
[root@Ge /froot] G6 - ~/etc/G6.conf
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R AR 22 5] % cocker - 37 5~ WAAE H AW 2 Getsls

BT FIEEGOERE

# ssh root@les.88.8.2 -p 2222

root@l66.88.8.2" s password: {rootERREIHMERRroot [
Last login: Mon Nov 26 13:28:87 20818 from 192.168.6.7

-bash-4.2#

IR HGEER

[root@Ge /root] ps -ef

[root@Gé /root] ps -ef | grep -v grep | grep "G6 -f" | awk "{if($3==1)print $2}° | xargs kill
[root@Ge froot] ps -ef | grep -v grep | grep -w sshd | awk ‘"{print $2}' | xargs kill
[root@G6 /root] exit

logout

# cocker -a shutdown -c "calvin=G&"

OK

# cocker -s containers

container_id image hostname  net netns size status

calvin=G6 calvin=rhel-7.4-x86 64,calvin=yum,calvin=sshd G& BRIDGE nns2513F44178 373 MB
# cocker -a to_image --from-container "calvin=G&" --version "1.8.8" --to-image "calvin=G&"

OK

# cocker -s containers
# cocker -s images

image_id version modify datetime size
calvin=rhel-7.4-x86_64 1.0.09 2018-11-25T@9:55:25 271 MB
calvin=yum 1.8.8 2818-11-25T18:16:59 24 MB
calvin=sshd l1.0.0 2818-11-26T89:16:59 335 MB
calvin=G6 1.0.09 2018-11-26T16:61:48 373 MB
< >

JE BRI &I A H W 7 45 5] #ECocker(ClE )
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3.3.4. RREETIHLERF R
ERSAAN 66 WBIT, MBEE calvin-cs HL NS, PREVHNABTSEREER

# cocker -a to _container --from-image "calvin=G&6" -m "calvin=rhel-7.4-x86 64" --host G6 --to-container "calvin=G&"
OK

# cocker -a boot -c "calvin=G&" -t

[root@Ge froot] cd etc

[rootpGe /rooct/etc] mv Gb.conf Ge.conf.tpl

[root@Ge frootfetc] vi G6.conf.tpl

admin_rule G 127.8.8.1:* - 127.6.8.1:${ADMIN_PORT} ;

my rule RR *:* - ©.8.0.0:${FORWARD PORT} > ${DEST IP}:${DEST_ PORT} ;:
[rootpGe frootfetc] vi ../bin/sshd.start

nohup fusr/sbin/sshd -D &

[rootpGe /froot/etc] chmod +x ../bin/sshd.start

[root@Ge /root/etc] exit

logout

# cocker -a shutdown -c "calvin=G&"

OK

# cocker -a to_image --from-container "calvin=G6" --wversion "1.1.8" --to-image "calvin=G&"
OK

# cocker -s images

image id version modify datetime size
calvin=rhel-7.4-x86 54 1.6.0 20158-11-27T85:80:87 273 MB
calvin=yum 1.8.8 2818-11-26T89:18:43 24 MB
calvin=sshd 1.8.0 20158-11-26T89:17:12 335 MB
calvin=G& 1.1.98 2018-11-27T88:83:33 373 MB
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# cocker -a create -m "calvin=rhel-7.4-x86 64,calvin=sshd,calvin=G6" --host G6 --net BRIDGE --vip 166.88.8.2 --port-
0K

# cocker -a boot -c "GB"

OK

# vi GB.conf.map

${ADMIN_PORT} 86060

${FORWARD PORT} 222

${DEST_IP} 166.88.8.2

${DEST_PORT} 22

# cocker -a rplfile -c "G6" --template-file "/root/etc/GE.conf.tpl" --mapping-file "G6.conf.map" --instance-file "/r
0K

# cocker -a run -c "G6" --cmd "cat froot/etc/G6.conf"
admin_rule G 127.8.8.1:% - 127.8.8.1:8608 ;

my_rule RR *:* - 8.8.8.6:222 » 166.88.8.2:22 ;

# cocker -a run -c "G6" --cmd "nohup fusr/sbin/sshd -D"
nohup: ignoring input and appending output to "nohup.out®
# cocker -a run -c "G6" --cmd "GE6 -f froot/etc/G6.conf”
0K

# cocker -a rplfile -c "G6" --template-file "/root/etc/G6.conf.tpl"

--mapping-file "G6.conf.map" --instance-file "/root/etc/G6.conf"
BT RGOS

# ssh rootgle6.88.8.2 -p 2222

root@l66.88.8.2" s password: {rootERREIEIFERRroct )
Last login: Mon Nov 26 13:28:87 2818 from 192.168.6.7

-bash-4.2# exit

RBmaXiARS, ShElfNESREE

# cocker -a run -c "G6" --cmd "ps -ef | grep -v grep | grep 'G6 -T' | awk ‘{if($3==1)print $2}' | xargs kill"
# cocker -a run -c "G6" --cmd "ps -ef | grep -v grep | grep -w sshd | awk ‘{print %2}° | xargs kill"

# cocker -a shutdown -c G6
IIIII EEIE%III




s A0

IR B 25 5] ¥ cocker - 3750 =0 C B FE B B B 2%

3.3.5. EpHIEE TSRS
SHIEN 66 BESTETMR Docker IRRENSHISESANESE

# cocker -a create -m "calvin=rhel-7.4-x86 64,calvin=sshd,calvin=G6" --host G6 --net BRIDGE --vip 166.88.8.2 --port-

OK

£

AmniE I HEREE

# cocker -a destroy -c G6 -h
OK

# cocker -a create -m "calvin=rhel-7.4-x86_64,calvin=sshd,calvin=G6" --host G6 --net
BRIDGE --vip 166.88.0.2 --port-mapping "8600:8600,2222:222" -c "G6" -b -e
“/root/bin/G6 -f /root/etc/G6.conf --no-daemon” -d
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https://gitee.com/calvinwilliams/cocker  https://github.com/calvinwilliams/cocker
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